[ CYBER SECURITY
CHECK

The Cyber Security Check offers a structured analysis of a company's IT security situation along the entire value
chain. In an interactive 5-hour format, organisational, infrastructural and technical aspects are examined and
evaluated using a traffic light system. The aim is to identify specific vulnerabilities and derive prioritised
measures — pragmatically, comprehensibly and effectively.

KEY FEATURES

o Workshop format with analysis of the entire IT security architecture
e [nteractive traffic light rating of all relevant sub-areas

o Discussion of real threats and specific scenarios

o Recommendations for action based on identified weaknesses

¢ [ncludes questionnaire, working documents & presentation

o Follow-up in the form of a report with an action plan

SERVICE DESCRIPTION

o Preparation & tailoring of the workshop to the company structure
¢ Conducting the 5-hour workshop on-site or remotely
o Interactive assessment (traffic light system) of five core areas:
Organisational security
Hardware & Infrastructure
Network security & firewall
Software & Endpoint Security
Backup & Disaster Recovery
» Discussion of specific threat scenarios (e.g. Ransomware, BYOD, MFA)
o Derivation and prioritisation of specific immediate measures
o Preparation of a customized results report
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